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ABSTRACT

This Paper explores how emergent technologies such as 6G and tac-

tile Internet can potentially enhance cognitive, personal informat-

ics (CPI) in participatory healthcare, promoting patient-centered

healthcare models through high-speed, reliable communication net-

works. It highlights the transition to improved patient engagement

and better health outcomes facilitated by these technologies, under-

scoring the importance of ultra-reliable, low-latency communica-

tions (URLLC) and realizing the tactile Internet’s potential in health-

care. This innovation could dramatically transform telemedicine

and mobile health (mHealth) by enabling remote healthcare deliv-

ery while providing a better understanding of the inner workings

of the patient. While generating many advantages, these develop-

ments have disadvantages and risks. Therefore, this study addresses

the critical security and privacy concerns related to the digital trans-

formation of healthcare. Our work focuses on the challenges of

managing and understanding cognitive data within the CPI and

the potential threats from analyzing such data. It proposed a com-

prehensive analysis of potential vulnerabilities and cyber threats,

emphasizing the need for robust security frameworks designed with

resilience in mind to protect sensitive cognitive data. We present

scenarios for reward and punishment systems and their impacts

on users. In conclusion, we outline a vision for the future of se-

cure, resilient, and patient-centric digital healthcare systems that

leverage 6G and the tactile Internet to enhance the CPI. We o�er

policy recommendations and strategic directions for stakeholders

to create a secure, empowering environment for patients to manage

their cognitive health information.
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1 THE PROMISE OF 6G AND TACTILE

INTERNET IN COGNITIVE PERSONAL

INFORMATICS

Advancements inwearable neurotechnologies and activitymonitors

are paving the way for the continuous measurement, quanti�cation,

analysis, and interpretation of cognitive functions, mirroring the

enhancement of physical health through similar devices [4, 14].

Presently, e�orts to categorize cognitive functions using wearable

and ambient technologies are at a stage of development comparable

to physical activity monitoring in the early 2000s. CPI is particu-

larly promising when combined with 6G and the tactile Internet.

This integration can signi�cantly enhance patient engagement and

satisfaction by providing real-time insights into cognitive well-

being, thereby enabling personalized and responsive healthcare

interventions. For instance, mobile health (mHealth) applications

can deliver cognitive behavioral therapies tailored to individual pa-

tient needs, monitor cognitive load to prevent burnout and provide

cognitive rehabilitation services with real-time feedback within

a patient’s natural environment [36]. Consumers now have the

option to purchase specialized devices aimed at monitoring brain

activity, which monitor brain activity and measure lactate levels

via in-ear sensors [38]. In addition, some wearables claim to gauge

stress levels by monitoring respiratory patterns1, bracelets that

adapt to recognize individual emotional trends2, and watches that

suggest activities to regulate physiology, such as guided breath-

ing for improved well-being3. Moreover, gadgets that track sleep

patterns and assess mental preparedness for upcoming tasks are

also available [15]. The Tactile Internet is a technology designed

for the control and interaction of real and/or virtual objects over

the Internet with minimal latency [12] enabling a tactile experi-

ence. This technology not only expands the Internet of Things (IoT)

concept, as it introduces an Internet of Virtual Things (IoVT), but

also emphasizes the importance of ultra-low latency, high availabil-

ity, reliability, and enhanced security as its core communication

infrastructure attributes [22, 29]. These advancements are crucial

for applications that require tactile interaction with objects, such

as remote machinery operation or virtual reality, to prevent motion

sickness. The integration of 6G, tactile Internet, and advancements

in CPI hold transformative potential for participatory healthcare.

6G as the new evolutionary stage of mobile communication technol-

ogy, characterized by its ultra-reliable low-latency communication

(URLLC), is a cornerstone for realizing tactile Internet and enhanc-

ing mHealth applications [13]. This technological synergy enables

a new dimension of healthcare delivery, where the immediacy of

human experiences and cognitive states can be digitally replicated

and monitored, facilitating telemedicine and remote surgery with

1https://oxalife.com/en-eu/pages/collection
2https://www.whoop.com/eu/de/
3https://www.empatica.com/en-eu/embraceplus/
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unprecedented precision and sensory feedback. Innovative applica-

tions leveraging these technologies have been set to revolutionize

healthcare delivery. Imagine remote rehabilitation sessions where

therapists can not only guide patients through exercises but also

feel resistance and movement quality thanks to haptic feedback,

while simultaneously monitoring cognitive stress levels to adjust

the therapy in real time. Such immersive and interactive experi-

ences can signi�cantly improve treatment adherence and outcomes,

heralding a new era of patient-centered and cognitive-informed

healthcare [25].

2 SECURITY AND PRIVACY CHALLENGES

The adoption of 6G and the tactile Internet in CPI within health-

care has introduced nuanced security and privacy challenges. As

cognitive data are among the most sensitive and personal types

of information, safeguarding them is paramount [3, 5]. The com-

plexity of ensuring data protection and compliance with healthcare

regulations is heightened when dealing with cognitive data, which

may reveal intimate details regarding an individual’s mental state,

predispositions, and potential health conditions. Wearables can

also “read your thoughts” [18] or analyze your inner speech [11]

making them extremely intrusive and therefore posing a threat

to privacy. Furthermore, the use and distribution of CPI data in-

troduce a variety of threats to privacy, social equality, and health

behavior. Medical data from CPI technology have the potential

to be used for purposes far beyond analyzing health, �tness, and

well-being. One could further argue that cognitive data need to

be protected even more thoroughly than medical data currently,

for example, by the GDPR [17]. It is yet unclear what can be de-

duced from cognitive data in the future, and non-democratic states

are already using technology to oppress various stakeholders with

di�erent technologies [26, 27, 30], which is also known as digital

authoritarianism [9, 16].

One possible scenario could be establishing premium systems

that reward or penalize individuals based on their health behavior.

Such systems could lead to increased insurance costs or reduced

bene�ts for those categorized as leading unhealthy lifestyles or

reward individuals that achieve healthy behavior [23]. Permanent

surveillance reminds us of the characteristics of a state of surveil-

lance, potentially resulting in di�erent psychological and social

e�ects. While some of the disadvantaged may feel motivated to

adopt a healthier lifestyle, others may experience psychological

and physical stress, which may lead to an unhealthy lifestyle. In

addition, �nancial rewards can lead to suppression or loss of intrin-

sic motivation. These rewards can lead to a person not engaging

in healthy behavior in the future without �nancial incentives [33].

These behavioral changes cannot only be related to factors that

deal with physical conditions. A few studies have examined real-

time monitoring to assess self-injurious thoughts and behavior [19].

Data have been collected using questionnaires and electronic di-

aries in real time and natural environments [28]. More recently,

wearables and smartphone sensors have been used as well. These

devices are part of a so-calledWireless Body Area Network (WBAN)

[24, 39]. This type of wireless network consists of wearable (e.g.,

smartwatches) or implanted devices and sensors that collect and

transmit physiological data. These developments pave the way for

collecting data via human-computer interaction in the future. [19].

The cognitive, personal informatics being collected is highly sen-

sitive and increases the risk of misuse. Measurement errors and

inaccuracies in the data could lead to doctors wrongly committing

people or suggesting excessive medication. On a positive note, the

low latency of 6G means that data can be received in real-time, pre-

venting more severe consequences in an emergency. Several papers

already address the growing importance of WBANs for health mon-

itoring [24, 39]. They address the structure, functions, and security

challenges of those networks.

In addition to individual impacts, medical data security presents

signi�cant risks. Numerous challenges arise in data collection and

sharing for research purposes, including increased cyberattacks on

databases in hospital systems [37] and transmission networks. In

particular, the interconnectivity between medical devices and other

systems [35]. Despite anonymization, data traceability and associ-

ated re-identi�cation risk cannot be reduced to zero. It can protect

the patient’s privacy [21]. One of the reasons for this risk may be

that certain information necessary for the analysis, such as age and

sex, cannot be concealed without harming the usefulness of the

research. These developments facilitate the tracing and identi�ca-

tion of data sources. However, an approach, the PAX authorization

system, combines anonymization with pseudonymization and eX-

tensible Access Control Markup Language (XACML). This concept

ensures security and protection of privacy [1].

The increased attack surfaces and potential vulnerabilities as-

sociated with advanced technologies such as 6G and the tactile

Internet could lead to unauthorized access to cognitive data, posing

signi�cant risks to patient privacy and trust. The real-time nature

of 6G-enabled CPI applications further complicates this landscape,

as any delay or disruption in security protocols can have immediate

and detrimental e�ects on patient care. Addressing these challenges

requires a robust security framework that protects data integrity

and con�dentiality and ensures the reliability and availability of

cognitive informatics services. This necessitates the development of

sophisticated threat modeling to anticipate and mitigate potential

security threats. For example, a threat model for a cognitive health

monitoring system might identify vulnerabilities, such as unautho-

rized access to cognitive state data, which could lead to privacy

breaches or the manipulation of treatment recommendations.

To address all these vulnerabilities, comprehensive security frame-

works must be developed that incorporate advanced encryption

techniques, secure data storage solutions, and stringent access

controls. Moreover, regular security assessments and updates are

crucial for adapting to emerging threats in this rapidly evolving

technological landscape. Furthermore, the dynamic and highly in-

terconnected nature of 6G networks complicates securing these

systems. Traditional security measures may not su�ce because of

the network’s ability to recon�gure rapidly and the introduction of

new technologies, such as network slicing, which creates multiple

virtual networks on the same physical infrastructure. While these

features are bene�cial for network e�ciency and customization,

they introduce new vulnerabilities and complexities to network

management and security.

Beyond the risks addressed here, the digital aggregation and

analysis of CPI data also o�er signi�cant opportunities for research,

early detection of diseases, and optimization of patient care. The
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constant availability of data enables health insurance companies to

proactively encourage customers to seek medical advice, especially

if there are signs of serious illness, to ensure timely and appropri-

ate treatment. This approach can signi�cantly improve the quality

of medical care through more e�ective symptom monitoring and

optimization of treatment strategies in cooperation with special-

ists [8]. Especially in rural areas, where access to medical facilities

often includes signi�cant e�ort, digital services, such as video con-

sultations, can play an increasingly important role. Innovations

such as the tactile Internet and 6G technology can increase the

e�ciency and precision of such remote consultations by enabling

interactive, immediate communication between patients and doc-

tors that goes beyond video conferencing as we experience it today.

This is particularly true in teleneurology and the availability of

neurologists [34].

Furthermore, detailed and comprehensive medical data are valu-

able for further scienti�c progress. This forms the basis for develop-

ing innovative treatment methods and new medicines. Systematic

analysis of these data can help assess the relationship between

symptoms and diseases. It can also promote an understanding of

complex disease patterns and personalized therapeutic approaches

adapted to speci�c patient needs and circumstances.

For these reasons, it is essential to raise awareness on privacy,

security, data protection, and surveillance matters. The extensive

use of medical data requires careful consideration of the potential

bene�ts to individual and public health and the risks to social

justice and individual privacy. An integrated strategy involving data

protection measures, legal frameworks, technical safety measures,

and initiatives for awareness and education is essential to address

upcoming challenges and risks.

3 ETHICAL AND DESIGN CONSIDERATIONS

The deployment of 6G and the tactile Internet into CPI raises criti-

cal ethical considerations. The constant and pervasive monitoring

of cognitive states creates signi�cant questions about patient pri-

vacy, consent, and autonomy, thus ethical design principles become

crucial in developing CPI technologies. In particular, integration

with arti�cial intelligence raises challenges and questions about

what good patient care can look like and whether there are limits

to technology [6].

It remains unclear how privacy should be protected, especially

when CPI can analyze inner speech. For example, current consent

mechanisms are often not clearly formulated and violate users’

rights [32]. If CPI is scaled to mass adoption these consent mech-

anisms must be clear and not provide legal loopholes for further

analysis of cognitive data without explicit permission. For such

devices, it must be possible and easy to withdraw consent and be

sure that all data is deleted. This is often a challenge at this time [7].

The ability for people to be in control of their own data is also

essential for their autonomy, especially in the context of healthcare,

for example when patient data is used without their consent [41].

With the advent of 6G, the systems will become real-time and tactile.

Therefore, consent must be given before the actual use of CPI and

correlating systems as well as for any potential updates of the app.

In addition, concepts such as temporal perturbation can be used to

protect users’ privacy [40].

To prevent unfair treatment conditions, access to CPI technolo-

gies must be made available to all users, including those who need

assistance due to �nancial means, age, or condition. This may re-

quire �nancial support or speci�cally digitally trained sta�, which

is often a challenge. [20]. It is also important to ensure that health

insurance companies and algorithms, such as those used for pro-

cessing, do not lead to discrimination. Misuse must be prevented.

This could be monitored by regular announced and unannounced

checks. In addition, the economic interests of health insurance

funds and other companies must be subordinated to the interests

of the individual. This is another measure to ensure the ethical and

equal treatment of all people.

While some of these measures may be di�cult to implement, a

realistic plan should be in place before CPI technologies are used to

permanently retrieve data. These principles should guide how cog-

nitive data are collected, analyzed, and used, ensuring transparency

and giving individuals control over their information.

Moreover, the design of CPI technologies must carefully navigate

the potential for unintended consequences, such as the exacerbation

of health disparities or the stigmatization of certain cognitive states.

By involving diverse stakeholders in the design process, including

patients, cognitive scientists, ethicists, and technologists, solutions

can be crafted that genuinely enhance cognitive well-being without

compromising ethical standards or personal autonomy.

4 PROPOSING A RESILIENT FRAMEWORK

Resilience describes the “ability [of a system] to persist, adapt or

transform in the face of change” [2, 10]. This de�nition is not limited

to technical systems alone but to organizations, communities, and

political systems. The conditions for resilient systems are a certain

degree of preparation, risk avoidance, and �exible responsiveness.

Resilience means using crises as an opportunity. A resilient secu-

rity framework for 6G-enabled CPI in healthcare must address the

unique challenges posed by cognitive data’s real-time, sensitive

nature. This framework should incorporate advanced encryption

techniques, secure data transmission protocols, and dynamic access

controls tailored to the high-speed, low-latency requirements of

6G networks. Enhancing system resilience also involves designing

for fault tolerance and rapid recovery, ensuring that CPI services

remain available and reliable even in the face of cyber incidents,

which they will su�er from as other industries did, for example,

by Advanced Persistent Threats [31]. Continuous innovation, in-

formed by the latest developments in cybersecurity and cognitive

science, is essential to anticipate and counter emerging threats in

this �eld, as both �elds are developing quickly. In addition to tech-

nical measures to protect medical data, a comprehensive privacy

policy should be part of the framework. This includes sensitizing

users to data protection and risks. Awareness of potential risks

should be increased, and users should learn how to handle their

data correctly and conscientiously.

5 DISCUSSION AND RECOMMENDATION

Supporting the secure and ethical implementation of 6G and tactile

Internet technologies for CPI in healthcare requires targeted policy

initiatives and collaborative e�orts. The use cases discussed in this

paper show that there are both positive and negative aspects. A
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system of rewards and punishments can be used in healthcare to

encourage healthy lifestyles and improve adherence to treatment

plans. However, there is a risk that such systems can increase in-

equalities and psychological pressure on patients. Cyberattacks on

medical databases pose a severe threat nowadays that not only risks

patient privacy but can also disrupt the availability of medical ser-

vices, leading to severe consequences for patients’ care. Therefore,

robust security measures are necessary. Digital technologies enable

collaboration between specialists across disciplines and geograph-

ical boundaries, improving the quality of treatment. 6G and the

tactile Internet are transforming medical care by enabling real-time

communication for remote examinations and surgeries, which is

particularly helpful for people with di�culty accessing medical

care. Policymakers and other stakeholders should collaborate to

consider speci�c guidelines and standards for cognitive data pro-

tection, addressing the unique vulnerabilities and ethical concerns

associated with real-time cognitive monitoring and intervention.

Future research should explore the interplay between cognitive

state monitoring, user engagement, security, privacy, and tech-

nology design. Future CPI interventions must aim for maximum

e�cacy, resilience, and user satisfaction. As we envision the future

landscape of participatory healthcare enabled by these advanced

technologies, we de�ne the following four items as crucial to ensure

that these technologies are developed in a patient-centric way and

maintain security, privacy, and autonomy.

• Regulatory Adaptation: Today’s health regulations must

adapt to rapidly evolving technologies. The challenges and

risks posed by 6G and the tactile internet must be addressed

to ensure cybersecurity and data protection. Added to this

are the dangers of advanced digital health services that

invade privacy, e.g., by analyzing inner speech. In addition

to integrity and availability, the regulatory adaptation will

ensure patients’ privacy and data protection rights.

• Stakeholder Collaboration: To ensure optimal healthcare

and ethical standards, it is essential to foster collaboration

between technology developers, healthcare providers, poli-

cymakers, and patient representatives. This collaboration

enables medical and ethical considerations when develop-

ing and using new healthcare technologies. This approach

contributes to an ethical and patient-centered healthcare

system.

• Funding and Research: Further research is essential for us-

ing 6G and CPI safely. Therefore, a range of resources must

be made available. These include �nancial resources and

access to expertise, technology platforms, and relevant in-

formation, for example, from devices such as smartwatches

or �tness trackers. Collaboration between di�erent research

organizations and regular exchanges are also helpful. This

can support the development of safe and ethically accept-

able applications.

• International Standards and Guidelines: To ensure security

and data protection in the CPI sector, developing interna-

tional regulations and standards is helpful. Cooperation

across national and continental borders is essential as the

world becomes increasingly interconnected. In addition

to protecting privacy and personal data, common stan-

dards promote trust in these new technologies. Interna-

tional guidelines broadly view technological progress and

individual rights to ensure the safe implementation of 6G,

tactile internet, and CPI technology.
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