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General Overview
We crawled 29,660 sites and 2.6M pages and re-

Cookie Banner Interaction Tools

Cookie notices (or cookie banners) are a popular mechanism for websites to provi-
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Proflle
Cookies observed per page with different profiles.

Analyzed Tools

We comparefivedifferent cookie bannerinteractiontools
and performed a large-scale measurement to empirical-
ly compare either effectiveness.

Types of Used Cookie

Our analysis shows that different extensions for blocking cookies have vary-

Firefox  Chrome  Num. ing effects on the types of cookies used by the analyzed websites. For exam-
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Overview of the measurement profiles. Profiles #3 and #7 are custom extensions as at 100. The upper whisker of the category “Unknown” in profile #3 is around 150.
described in Section 4.4. The last column marks tools that can process all banner
types (and do not state any limitations of banner interaction) with a ,Yes".
Potential Subsequent Effects
The results show that different extensions, even with similar goals and L]
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*Enhances tracking increase tracking de- °®Effectively reduces Lessons Learned
and data collection spite reducing the cookieusagewithout ¢Balancing privacy and functionality is challenging; blocking cookies

by third parties number of cookies increasing tracking may still lead to increased tracking
*Negatively impacts activities *Users should select extensions based on privacy needs and prefe-
user privacy as more rences
data is collected and
analyzed
Recommendations
Researchers Developers End users
*When planning a study, researchers  *Include community-driven projects °*Use ad or tracking blockers with SPONSORED BY THE
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