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Aims

= To introduce an (Internet) Early Warning System with a statistical approach
= To explore the structure of the Internet Analysis System

= To analyze the results of the Internet Analysis System

= To assess the value the Internet Analysis System

At the end of this lecture you will be able to:

= Understand what is meant by the Internet Analysis System.

=  Know something of the structure of the Internet Analysis System.

= Know what the results of the Internet Analysis System could be.

= Understand the capabilities and limitations of the Internet Analysis System.
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Observation of the critical
infrastructure $ %&

are placed in thoughtfully
selected spots of the internet
communication infrastructure  to
gather the raw data, consisting of
counted header information.

Sensor

Sensor

.
..l

Only header information is :
counted, which is not
considered as data 3

privacy relevant : '

The system gathers information
over a great period of time !

A centrally managed

'( “‘ -: :: :»'
IS used to analyse the raw data Evaluation System
and to display the detailed results

In an intuitive manner.
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=

The sensor interpret the
behavior in communication
between an Intranet (e.g. corporate network) and the Internet
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| Internet

satisties, - Description of profiles,

pattern detection

patterns and
coherences, creation of

a knowledge base

Outline of the current
state of the internet.

Detection of attacks
and of deflections.

alarm indication

Forecast of patterns
and attacks.
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Internet Analysis System

Large-scale display Web-Browser Smartphone

T

M ERN

A =

D N\

Raw-Data
Transfer System

Controller

Legend:

Net: Communication service provider
AM: Analysis Module
LAS: Local Analysis System

AM1 ||AM2 || AM 3
AM4 || AM 5

Central Analysis System
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> Raw-Data-Transfer

System

SSSTAL

Probe

|, |Anonymization- I Counter System

Pattern .
' Version 4: " wr+7

| SYN: W W
. TR W +1
! TIL2: W W

| HTTP: W e e we

Processing time for each package < 1ms

/
01/  &233&333

4 5 6/ 73&333
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ID
131134
131145
327708
327723
327724
545857
545861
545863

Description Count

IP (Protocol Number 6) : 18.854.151
IP (Protocol Number 17) : 1.123.149
TCP (Flags: SYN) : 334.435
TCP (Flags: FIN/ACK) : 4380.697
TCP (Flags: SYN/ACK) : 275.779
HTTP (Recuest Method POST) - 2.026
HTTP (Recuest Method GET) : 293.616
HTTP (Recuest Method HEAD) : 18.992

= On the right behind the colon character are the counter values for
each parameter specified on the left.

m  Each line stands for one counter.

= For example, line 2 indicates that 1,123,149 packets with the IP
protocol number 17 (UDP) appeared in the prescribed time interval.

= All of this information is completely anonymous!
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m Ethernet

= Type: Type of the nested
packets, in this case: 0x0800 (IP)

= Checksum (CRC) irrelevant

= Internet Protocol (IP)
= e.g.: Total Length of the packet

= Protocol: Type of the nested
Packet, in this case: 6 (TCP)

= Source- and destination address
privacy critical

Ethernet

If(

IS)

internet security.

TCP Packet

HTTP Packet

HTTP

IP Packet

Padding
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= Transmission Control Protocol (TCP)

= Port: end point of the connection
= HTTP: 80 (WWW)

= Others e.g.:
SMTP (25), HTTPS (443)

= Code Bits

= Information about the connection
establishment and shut down

Hypertext Transfer Protocol (HTTP)

= Header:

= e.g.: User Agent:
describes the user’'s browser

= User data (DATA)
e.g.: content of a web site

Ethernet

IP Packet

‘ TCP Packet ‘

HTTP

HTTP Packet
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Description of the network traffic
= Sequence of packets on the line

S=(B,R, ,R)
A network packet (P) consists of
P=(H,PL)

= H:=Header:= (h,h,, ,h)
= PL:=Payload = <b1’b2’ ,q> (the payload could be empty)
= Header fields can belong to different protocols

Each header field (h;) can consist of number of values (w,)

For each of these values a counter is defined Z 1 A Which indicates, how
often a specific value of a header field has already occurred

T IW, W, W
(see examples)
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= Protocol Number Protocol Number

= DNS 9.458 EDONKEY 53

= EMULE 19 Ethernet I 6

= FTP 103 HTTP 1.123

= HTTPS 179 ICMP 318

= |KEV2 10.764 IMAP 40

= [IMAPS 179 P 9.089

= |PCO 4 IPSEC-AH 513

= IRC 499 ISAKMP 4.912

= META 14 P2P 6

= POP 1.015 POPS 179

if(IS

internet security.



Prof. Norbert Pohimann, Institute for Internet Security - if(is), University of Applied Sciences Gelsenkirchen, Germany

if(IS

'( "2-9# internet security.

L e—

= Protocol Number Protocol Number

= RTP 37 SIP 138

= Skype 1 SMTP 1.624

= SMTPS 179 TBURL 23.986

= TCP 678.614 TFTP 17

= UDP 131.590
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= TCP 6/8.614
= reserved 1
= High ports (P2P definition) 4
= ecn 38
= HLEN 16
= TCP Flags (Code Bits) 66
= Window (size) 255
= options 522

= Well-known P-D (1024) + TTL (8)

= Well-known P-S/D (1024) + Flags combi (8)
= Port (Source/Destination — S/D)

= Well-known P-S/D (1024) + total length (255)

8.192 (1.024 * 8)
16.384 (2 *8.192)
131.072 (2 * 216)
522.240 (2 * 261.120)
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= TCP —HLEN (16)

Specifies the size of the TCP header in 32-bit words. The minimum size
header is 5 and the maximum is 15 words.

Data Offset O | Summenvergleich
Data Offset 1
Data Offset 2
Data Offset 3
Data Offset 4 (standard HLEN 5) ‘Ef’:z'ffi?ié?ffff:f%: T e BB e BT Do B8 T e
Data Offset 5 (+ option) HLEN: 7 HLEN: 10
] MSS (4 Byte) NOP (2 Byte)
Data Offset 6 (+ option HLEN: 7)  nop 2 Byie) SACK (18 Byte)
SACK permitted (2 Byte) (I\)/Idseé (4 Byte)
1 e
Data Offset 7 (+ option ) SACK permitied (2 Byte)

NOP (1 Byte)
WScale (3 Byte)

Data Offset 15 (+ option)
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[

P2P Counter

UDP Port 4672
Source >= 1024 and Destination >= 1024 (« P2P »)

= |f both the source- and the destination-port are greater than or equal
to 1024, this is an approximate estimate of the client-to-client
communication, as for that only ports in the upper part are elected.

Source < 1024 and Destination < 1024 (« B2B »)

= |f both the source- and the destination-port are lower than 1024, this is
an approximate estimate of the server-to-server communication, as
for that only ports in the lower part are elected.

Source >= 1024 and Destination < 1024 (« P2B »)
Source < 1024 and Destination >= 1024 (« B2P »)
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UNI Computer Dt. Messe AG |Dr. Buelow &
Santa Maria Science Masiak
Department
Max 115.343 16.462 26.167 75.595
Min 45.889 7.474 4.343 26.120
average 72.795 11.264 12.263 48.376
Total count of 555.555 36.111 61.361 154.400
packets (P2P) (150.00)
Union 276.287 125.696 148.291 267.840
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Enhances performance
= No tracking of connections or sessions
= [rrelevant information can be ignored

= e.g.: Checksums

Protection of critical information
= Since the connections and sessions cannot be put together again
= Since critical content is left out from further processing
= [P/ MAC addresses
= User data

i @
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@ EagleX-Client £ Alert(i‘rjlgz)l\;ks))dule

S Algo-

Further plugine.. |

A
w 1O
Further @e%_’?o& & ; l:_tfl.rthf_r
data-sources @, 005 s N : otification-
| W e Py e - RDTPS Q & Systems...
’Oo h/ L/ | _?- =
S5, 6. =
RN \

@ Application-Server (JBoss)

“=RMmy ;
f TLS\‘ Base(&ge)llysus Reporting

«—JMS—

HTTP(S)
<« Web- »
services

Internet / {
Network ' ki

IAS Prob

rules

Transfer-System

Association- AIgOEngine (JBOSS)

«-RMI, JMS, TLS—» 7 7 ;
Time-Series-Analysis

Further modules...

Self-Organizing-Maps
Markov-Chains
Generation of Global View

Further algorithms /
& tasks...

%O\,@e' ‘/?4,,,) 7
-~ e ¢, Data-Warehouse
(JBoss)

Updating of prognoses

Further calculatings...

(Peﬁormance)f—)

Data- :
Databases Warehouse Further

databases... «-SQL
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2750

2.500

2.250

2.000

1.750

1.500

P/ Hour

1.250

1.000

750

500

250

0
10.07.2008, 00:00 11.07.2008, 00:00 12.07.2008, 00:00 13.07.2008, 00:00 14.07.2008, 00:00 15.07.2008, 00:00

n #
+
u ) ) A’
] &

Statistics, if(Is!
Pattern-Generation |

Zeit

We want to create a knowledge base which we can use to understand the
functioning of the internet from the “communication behaviour” point of view.
The main task here is the support in analysing communication parameters — our

row data - with the aim of identifying a pattern in the profiles, technological

trends and correlations.
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Counting of communication parameters by the sensor
Transmitting of the counter readings (raw data) to the transfer system

Long term storage in a database

Preservation of the raw data in a database

Gaining on experience and collection of events / incidents

] ] A ] A
&

Analyzing of the raw data with the expert tool

(automated) generation of reports
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m  Coherences in architectural matters

_ HTTP HTTP
= When http is detected, then also + header data
TCP TCP
header data
TCP/IP stack | 1onder e
= Coherences in protocol matters — req“eSt»—
= When we detect a http request , then —==PONsE
we should detect a http response as well
request
< response
request
_< response -
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— DNS req
Coherences due to system matters
= When we detect , then in most
 TCPest cases we have also recorded
HTTP req
web
HTTP req >
HTTP res
TCP ter
I > Web _
| (Port 80) if(Is
Coherences coming form behavior |
= E.g. whenwe detect ,", B3# , \
then we also see 0+ ", 29# , A MmN WMo oo
this means, when we online Y W g N W
wealso 5 . | oy E-Mail

022012 00:00 20220 402390 - 26.02.2012, 0000
- I O rt B
ul 25
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m Coherences due to situations

= When a news with an |, ,
terror, then we can see a lot more

| ﬂl\\"‘l:

l
(Nl
17.000.000
16.000.000 } ‘
15.000.000 | |
@ 14.000.000 | [

2 13.000.000 A

£ 12.000.000
o ' f
™ 11.000.000 {
& I

10.000.000 “

9.000.000

8.000.000 l

7.000.000

24.000.000
23.000.000
22.000.000
21.000.000
20.000.000
19.000.000
18.000.000

Port 80 (more

6.000.000 In
5.000.000 -\ ‘.
4.000.0001 | |
3000000 Y Y}
2.000.000

1.000.000
: [

IS broadcasted, e.g. an act of

if(ls:

than four times traffic)

News: Syrian regime announces
I setting of all battles

10.04.2012, 00:00 12.04.2012, 00:00 14.04.2012, 00:00 16.04.201

Zeit

2, 00:00 18.04.2012, 00:00 20.04.2012, 00:00 22.04.2012, 00:00

W |AS: Port 25 mIAS: Port 80

IAS: Port 443

3
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= Coherences because of the location of the sensoran  d
because of certain applications
= Access provider, content provider and business customer have very
different coloured Internet traffic depending on the services and
applications used

= For instance we can detect a lot more p2p traffic in the network of a
Access provider than in the network of a Business Customer

P 2 P Summenvergleich
(0.21%) P2P
(arzssmomion) (~ 2 9% )

B2P
(~57%)

41 151047,003.040 [57%)

B2P
(~41%)

(30%)]
.
Business customer A d
L} P2PTCE Solirce Pork 1024 8 TCP Dustination Poit »=1024 W2) BRETCP-SourTes Port < 10248 TCP Destination Part <1024 1) P2P TCP Source Port >= 1024 & TCP Destination Port >= 1024 2) B2B TCP Source Port < 1024 & TCP Destination Port < 1024
3) P26 TCP Source Port >= 1024 & TCP Destination Port < 1024 M 4) 82F TCP Source Port < 1024 & TCP Destination Port >= 1024 3) P2B TCP Source Port == 1024 & TCP Destination Port < 1024 m4) B2P TCP Source Port < 1024 & TCP Destination Port == 1024
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2.750

- Statistics, if( £
= Pattern-Generation

2.000

1.750

1.500

P/ Hour

1.250

1.000

750
500

250

0
10.07.2008, 00:00 11.07.2008, 00:00 12.07.2008, 00:00 13.07.2008, 00:00 14.07.2008, 00:00 15.07.2008, 00:00
Zeit

m
Qo

if(IS)
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The IAS is connected via sFlow
= Only every 16.384 packet is sentin form of a sFl ow record
= Of this package, the first 128 bytes transmitted as sFlow

Only the first 128 byte are available for the analysis.
14 byte Ethernet Header + 4 byte (optional) VLAN
20 byte IPv4 (without option) or 40 byte IPv6 Header (without extensions)
20 byte TCP (without option) or 8 byte UDP Header
Best Case: 128 byte — 42 byte = 86 bytes from layer 4
Worst Case: 128 byte — 78 byte = 50 bytes from layer 4
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0 4

8

31 |

1
Version | IHL [Type of Service Total Length N
Identification Flags Fragment Offset
Time to Live Protocol IP Header Checksum
> IP-Header

IP Source Address

IP Destination Address

Option

Fullzeichen

DATA

~ |IP-DATA

DATA
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10000000

1000000 |

100000 {

Proportion between
IPv4 and IPv6

|

] f'.IH Yo,

;mmmﬂm»wmmﬂrmlwﬁmﬂmﬁﬁ

| |

L A4 oty ‘
. . TN | A b AL i 0 AN T
MM AR Y W M St VAR WY
!

IPv4

|Pv6

\ ._‘! v,;\n.\,
' v A

J‘ A e A H.‘.’;\lrﬁ. i
Wl 4 “i "\ir"\-!\l\w}v‘f‘u’hi Yy uy ¥

Summenvergleich

IPV6 (0.27 %)

2) 140.710.585 (0%)

1) 51.723.644.057
(100%)

if(IS)

intemet-sicherheit

[ mrmv\mmmﬂﬁmf Number of packets

[m 1) type 0x0800 (ip) m 2) type 0x86dd (ipv6)|

AN
- T T 7Y |
M ARAR kw" N/ VN "‘J‘.\u h«.‘u\'j M | )
v Y V-4
! v '} v

28.05.2012, 00:00

04.06.2012, 00:00 11.06.2012, 00:00 18.06.2012, 00:00 25.06.2012, 00:00
Zeit

| |AS: type Ox0800 (ip) = IAS: type 0x86dd (ipv6)

02.07.2012, 00:00

%y
]
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How expected almost
only a length of 5 for
IHL (20 Byte)

No “Option” via the
Internet!

Summenvergleich

o
cl
=

{o0w)
15)0 (0%)]
T 100%

v IHL Length 5
{8) 780.765.879 (100%)|

Number of packets

M 1) IP (Internet Header Length 0) M 2) IP (Internet Header Length 1) = 3) IP (Internet Header Length 2)
W 4) IP (Internet Header Length 3) © 5) IP (Internet Header Length 4) ™ 6) IP (Internet Header Length 5)
B 7)IP (Internet Header Length 6) = 8) IP (Internet Header Length 7) © 9) IP (Internet Header Length 8)
W 10) IP (Internet Header Length 9) ® 11) IP (Internet Header Length 10)

M 12) IP (Internet Header Length 11) M 13) IP (Internet Header Length 12)

M 14) IP (Internet Header Length 13) [ 15) IP (Internet Header Length 14)

M 16) IP (Internet Header Length 15)

\.\8
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TTL allows conclusions on the used operating system.

Linux: TTL Default 64
Mac-/IOS: TTL Default 64
Android: TTL Default 64

Windows : TTL Default 128
Router: TTL Default 254

Symbian: TTL Default 69

IPTTL

)12 870.755 (2% ROUter 2cy0‘

mﬁao-

Number of packets

—{1)51.184 (0% |
{20 25.388 (0%
3) 425.465 (0%

4) 385.733.127 49% |
Linux/Apple/
Android: 49%
32-63

{ 5) 790.444 (0% |

[6) 380.791.983 @9%)|

Windows: 49%
96-127

B 1) IP (Time to Live values between 0 and 7) B 2) IP (Time to Live values between 8 and 15)

W 3) IP (Time to Live values between 16 and 31) W 4) IP (Time to Live values between 32 and 63)

[ 5)IP (Time to Live values between 64 and 95) M 6) IP (Time to Live values between 96 and 127)
W 7) IP (Time to Live values between 128 and 159)

7 8) IP (Time to Live values between 160 and 255)

3
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0«08

e+07

«07

+07

+00

Be+07
1

Linux/Apple/Android

Windows

Router
ol

0 4 8 13 18 232 28 23 28 42 48 53 58 63 68 72 78 83 88 93 98 104 111 M8 125 132 139 148 153 180 167 174 181 188 195 202 209 218 223 230 237 244 251

The distribution of TTL values is corresponding to the
TTL characteristics of the operating systems

K ]
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TCP Dst. Port 80  Client TCP Src. Port 80

Summenvergleich

Server

Summenvergleich
number of packets
(D2ress 0w \@ LILCEsi Ty (ATE03 %))
{21527 [0%1] [7) 17.900 (0%)1 {21 1990 (0%)

3) 100.215 (0%) . 513715753(4%)[
23%) 5) 390226@0%)

15) 117.618 (0%)

13%:

7

6) 112.208.264 (77%)

{3) 3.021 (0%)

94%: 32-63

4) 218.499.290 (94%)

m 1) TCP (TCP Source Port 80 and IP Time to Live 0 - 7)

M 2) TCP (TCP Source Port 80 and IP Time to Live 8 - 15)
m 3) TCP (TCP Source Port 80 and IP Time to Live 16 - 31)
W 4) TCP (TCP Source Port 80 and IP Time to Live 32 - 63)

M 5) TCP (TCP Source Port 80 and IP Time to Live 64 - 95)
6) TCP (TCP Source Port 80 and IP Time to Live 96 - 127)
W 7) TCP (TCP Source Port 80 and IP Time to Live 128 - 159)
m 8) TCP (TCP Source Port 80 and IP Time to Live 160 - 255)

W 1) TCP (TCP Destination Port 80 and IP Time to Live 0 - 7)
2) TCP (TCP Destination Port 80 and IP Time to Live 8 - 15)
W 3) TCP (TCP Destination Port 80 and IP Time to Live 16 - 31)
4) TCP (TCP Destination Port 80 and IP Time to Live 32 - 63)
W 5) TCP (TCP Destination Port 80 and IP Time to Live 64 - 95)
M 6) TCP (TCP Destination Port 80 and IP Time to Live 96 - 127)
W 7) TCP (TCP Destination Port 80 and IP Time to Live 128 - 159)

= Client: 77 % Windows
Client: 13 % Linux/Mac- & iIOS/Android

= Server: 94 % Linux
Server: 4 % Windows

%y
]
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Linux ,Server" TOP 20 IP TTL |
Number of packets

= 11% 3 hOpS [20)4.557.808 (10| — [1)85.916.630 (11%)]
(19)5.447.573 1%/} o
= 10 % 2 hops [18) 5.687.249 uso]"'\\\\"
0 (17) 8.115.897 1% ]3 2) 78.370.904 (10%
= 10%1 hOp (16) 8.766. swusoh.- I

p—,
|

0 [15)11.231.838 2%/,
= 8% 4hops [14) 14.281.313 2%/ /
distance to the IXP 13 15,396,911 ‘2’” 31 73.446.122 (105
[12) 24.513.469 (my
(average 2.5 hops) [11) 26.760.608 m;,

[10)31.904.236 (4%)]
[9) 44.726.061 csso]
[8) 45.930.095 (6% |

[7) 56.081.662 (8% | /—

4) 69.672.851 (9% |

Windows , Client"

{5) 68.527.307 (9% |

= 9%5 hOpS [6) 67.892.197 (9% |
9050 hops M 1) IP (Time to Live value 61) W 2) IP (Time to Live value 62) M 3) IP (Time to Live value 63)
' 4) IP (Time to Live value 123) M 5) IP (Time to Live value 122) M &) IP (Time to Live value 124)
0

. 9 /0 4 hOpS = 7)IP (Time to Live value 60) M 8) IP (Time to Live value 121) I 9) IP (Time to Live value 125)
n 6 % 7 hOpS W 10) IP (Time to Live value 59) WM 11) IP (Time to Live value 120) = 12) IP (Time to Live value 58)

) 7 13) IP (Time to Live value 119) M 14) IP (Time to Live value 57) M 15) IP (Time to Live value 126)
distance to the IXP m 16) IP (Time to Live value 118) m 17) IP (Time to Live value 56) m 18) IP (Time to Live value 127)

(average 48 hOpS) 7 19) IP (Time to Live value 117) m 20) IP (Time to Live value 55)

K ]

sum =~ 7.3 hops
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(< $+ +=(% 5 ifis

) internet security.
u

~ Content Provider ~ Access Provider

s
5
(PR

3

‘

() ‘ Sum: @ 7.3 Hops

R
U

&
U
£

A

s ,
94 % Linux
4 % Windows @

S

77 % Windows % o

13 % Linux/Mac- & iOS/Android Q\?
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75% TCP — (6)
24% UDP — (17)

<1% GRE (0,24%) — (47)

<1% ICMP (0,23%) — (1)

<1% IPv6 Encapsulation - (41)
(6over/to4 = 0,157%)

<1% IPv4 Encapsulation

<1% Reserved

<1% Authentication H. (0,007%)
<1% IPv6 Hop-by-Hop Option
<1% SCTP

<1% SKIP

<1% Unassigned (199, 250, 241)
<1% PUP

<1% EGP

<1% XNS-IDP

<1% IPv6-ICMP

<1% PIM

Summenvergleich

Number of packets

25)3 (0%)}
/

e
20) 42 (0%)
19) 97 (0%)
18) 115 (0%
17) 120 (0%)
16) 135 (0%)
15) 139 (0%)
14) 141 (0%)
13) 158 (0%)
12) 339 (0%)
11) 527 (0%)

10) 1.089 (0%

9) 50.908 (0%),
[8) 87.117 (0%]
[7) 115.073 (0%

6) 1.226.667 (0%)
(5) 1.804.832 (0%)

4) 1.887.669 (0%
3) 3.870.491 (0%) |
2) 185.588.302 (24%)

TCP

1) 586.131.923 (75%)

m 1) IP (Protocol number 6) m 2) IP (Protocol number 17) m 3) IP (Protocol number 50) m 4) IP (Protocol number 47)

m 5) IP (Protocol number 1) m 6) IP (Protocol number 41) m 7) IP (Protocol number 4) m 8) IP (Protocol number 255)

m 9) IP (Protocol number 51) 11 10) IP (Protocol number 0) m 11) IP (Protocol number 132) m 12) IP (Protocol number 57)

1 13) IP (Protocol number 250) m 14) IP (Protocol number 2) ©115) IP (Protocol number 12) m 16) IP (Protocol number 8)

M 17) IP (Protocol number 22) m 18) IP (Protocol number 58) m 19) IP (Protocol number 103) m 20) IP (Protocol number 115)

m 21) IP (Protocol number 97) m 22) IP (Protocol number 99) m 23) IP (Protocol number 199) m 24) IP (Protocol number 82)
25) IP (Protocol number 241)

. <1% L2TMP

» <1% ETHERIP

= <1% any private encription scheme \.\g L]
" <1% SECURE-VMTP
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3" o ifS)

internet security.

F/ 30*Minute

135.000
130.000
125.000
120.000
115.000
110.000
105.000
100.000
95.000
90.000
85.000
80.000
75.000
70.000
65.000
60.000
55.000
50.000
45.000
40.000
35.000
30.000
25.000
20.000
15.000
10.000
5.000

0

4

\AWRVY

Sa. So.

| i

(Y

Mo. Tu. We. Th. Fr. Sa. So. Mo. Tu.

15.05.2011, 00:00

17.05.2011, 00:00 19.05.2011, 00:00 21.05.2011, 00:00 23.05.2011, 00:00
Zeit

|m 1AS: IP (Protocol number 50) |

IPSec more common in the business environment <\<3



(s 8 % : if(1S)

4 / y y internet security.

Prof. Norbert Pohlmann, Institute for Internet Security - if(is), University of Applied Sciences Gelsenkirchen, Germany

T ..........._. |

Summenvergleich

= Distribution of Transport Protocols (2005) ooy IOP
Profile shaping und trend development

—[1.027.474 1%

N

7 213,938 (0%
230 0%

[1.544.536 (2% |

1047

T b TOR TCP

i A I \ YW/ | ‘ W 0) IP (Protocol number 50) M 1) IP Protocol number 1) © 2) IP (Protocol number 2) M 3) IP (Protocol number 47)
1045 s [ i ™ -1 L o k- b z ¥ 4) IP (Protocol number 6 ™ S) IP (Protocol number 17)
A |5 \ - -
\ ] T I ]
|

2

P/ 30*Minute

1043

1042

1041

I
il

14.09.2005, 00:00 15.09.2005, 00:00 16.09.2005, 00:00 17.09.2005, 00:00 18.09.2005, 00:00 19.09.2005, 00:00 20.09.2005, 00:00 .
Zeit

| ® 1P (Protocol number 50) M IP (Protocol number 1) © IP (Protocol number 2) M IP (Protocol number 47) = IP (Protocol number 6) M IP (Protocol number 17) |
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if(IS

internet security.

10 16

24

31 |

Source Port

Destination Port

Sequence Number

Acknowledgement Number

HLEN Reverved [Code Bits Window
Checksum Urgent Pointer
Options (optional) Padding
DATA
DATA

> TCP-Header

~ TCP-DATA




o+ 3 " T
"+ &E9F G (: H !t!‘netlse§ty.

) R—

Summenvergleich
L. 25%HTTP  (80) Number of packets
2. 1% HTTPS (443) | | Nt o

(31145.852.787 (25%) |
3. 1% RTMP (1935) 2504
(Flash Real Time Messaging Protocol) 70%

Port 80
4. 1% NNTP (119) Others
( Usenet DOWnloadS) XS LRy M—

5. 1% SMTP (25)

\(BL713733 1%)
\(9)2.382.445 (0%)]
{10) 865.870 (0%))

;?g) 1.043.935 (0%)]
< 1% HTTP (8080) M 1) TCP (Destination port 22) M 2) TCP (Destination port 25) ¥ 3) TCP (Destination port 80)

W 4) TCP (Destination port 119) M 5) TCP (Destination port 443) M 6) TCP (Destination port 445)

W 7) TCP (Destination port 563) M 8) TCP (Destination port 1935)
7 . < 1% N N T PS (563) 9) TCP (Destination port 8080) M 10) TCP (Destination port 27030) M 11) Others

( Usenet Downloads) (Topl0 = 30%)
8. <1%SSH (22)

9. <1% SMB  (445)
(bedenklich  Exploitversuche, direkt angeschlossene MS-Systeme?)

10. <1% Steam (27030) ( Gaming) .- <0.001% 445 SRC (SYN/ACK)

. TCP connection (2.277)

K ]
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(®))
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+

eorle ¢ 1 if(IS

"y S&E9F G (: H internet security.

10.

DST/SRC
40% HTTP (80) 1 ZU 16 _ Summenvergleich
Anzahl der Pakete
2% RTMP (1935) 1 ZU 18 1) 2.622.409 (0%

(Flash Real Time Messaging Protocol) c20,
0
2% HTTPS (443) lzul.l Others

[11) 312.519.554 (53%|——
1% NNTP (119) 1zul.2
( Usenet Downloads)

1% HTTP  (8080) 1zu1.6

40%

Port 80

/[ 1.773.598 0%
/ 5) 9.000.661 (2%
/7 _16)1.373.271 (0%

W7 14242635 2%

1% Steam (27030) 1 ZU 3 .4 l 1) TCP (Source port 25) M 2) TCP (Source port 80) M 3) TCP (Source por 1;.9) S

M 4) TCP (Source port 182) W 5) TCP (Source port 443) M 6) TCP (Source port 563)

( G ami ng) | 7) TCP (Source port 1935) [ 8) TCP (Source port 8000) m 9) TCP (Source port 8080)

W 10) TCP (Source port 27030) m 11) Others

<1% SMTP (25) 1.6zul (Topl0 = 47%)
<1% Unisys Audit SITP (182)
<1% HTTP (8000)

<1% NNTPS (563) 1zul.3
( Usenet Downloads)

%y
]
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29 ™ 50 #; B3"8 #
D (

10000000 ¢

P/ 30*Minute

E-Mall
(Port 25)

Sa. So. Mo. Tu. We. Th. Fr. Sa. So.

Y EVATATATATATERIE
Pona0) | \ﬂ \f SV

if(IS)

internet security.

(@)
o
- Q
=4

R 0 O pu NN © 3 PR SNNS SR-0-0 5  SNUN: S . V

Mo. ' Tu. '

16.05.2011, 00:00 18.05.2011, 00:00 20.05.2011, 00:00 22.05.2011, 00:00
Zeit

Il IAS: TCP (Destination port 25) M IAS: TCP (Destination port 80) I

E-Mails take off for evening / much less on the weekend
Web (2.0) rise to the evening / remain the same at the weekend

24.05.2011, 00:00

3
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<
Summenvergleich
Number of packets
P2P (27%)
——{1) 158.285.246 (27%)|
B2P (44%)
4) 258.450.684 (44%) | ——
3)170.503.163 (29%) |
W 1) TCP (TCP Source Port >= 1024, Destination Port >= 1024)
M 2) TCP (TCP Source Port < 1024, Destination Port < 1024)
3) TCP (TCP Source Port >= 1024, Destination Port < 1024)
W 4) TCP (TCP Source Port < 1024, Destination Port > = 1024)
s Src >=1024 and Dst >= 1024 (« P2P ») - client-to-client
= Src< 1024 and Dst< 1024 (« B2B ») - server-to-server
= Src>=1024 and Dst< 1024 (« P2B »)
= Src< 1024 and Dst >=1024 (« B2P »)
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AN

=
intern'ét security.

Computer A Computer B
SYN
—b
SYN-ACK .
— TCP establishment
ACK
—
< >
TCP transfer
< >
EIN-ACK
—)
ACK
‘— EIN-ACK TCP termination
<=
ACK
s
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s SYN-Scan (Potential Attack)
= Comparison between different periods

= Expected: SYN > SYN/ACK > 2xFIN/ACK
(TCP teardown handshake)

= Gap between expected spreading and spreading in case of an attack
Detection of attacks

Summenvergleich Summenvergleich

SYN
(31% - 52%)
SYN/ACK
(26% - 19%)
FIN/ACK
(43% - 30%)

Expected Distribution Unexpected Distribution
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= SYN-Scan (Potential Attack)
= Period of SYN scan can easily be detected

35.000
32.500
30.000
27.500
25.000
22.500
20.000 1

17.500 1

Packets/Hour

15.000

12.500 1

10.000 1

7.500

5.000

SYN/ACK

2.500

04
23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0B:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00
Zeit

[WDesc(327723) M Desc(327724) M Desc(327708) |
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45% SYN  45-18=27%
(Scan (FILTERED), (CLOSED))
7.997.748 packets - scan (1.02% der  IP)

29% FIN ACK (15% TCP termination) Summenyergleich

Number of packets
18% SYN ACK (OPEN)
(  18% TCP establishment)

9% (ACK) RST (reset — termination),
Scan (OPEN), (CLOSED))

<1% FIN (@7 1756.394 (6%))

6) 8.636.578 (29%)

- {1) 13.329.580 (45%)]

(2) 8586.004 (3%) |

23
FILTERED

1) TCP(Flags: ___s_) m2) TCP(Flags: _ r_) m 3) TCP (Flags: _a_s_) m 4) TCP (Flags: _a_r_)
m 5) TCP (Flags: f) m6) TCP (Flags: _a__f)
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* if(1S)

+ / internet security.

586,131,923 TCP packets total

5,266,384 SYN-ACK packets total
Indicator for succesful TCP connection

m 4,326,855 (82,16%) well-known Ports
- 3,805,706 - Port 80 (HTTP)
234,428 - Port 443 (HTTPS)
170,622 - Port 25 (SMTP)
30,524 - Port 110 (POP3)
- 806 - Port 119 (NNTP)

- 611 - Port 179 (BGP)
7 times for TCP establishment and termination packets = 36,864,680
+ 15,085,982 (ACK-RST/+SYN)

534,181,261 TCP data transfer packets

101.43 TCP packets per TCP connection



* if(IS)

+ 5 / BB = 29 internet security.
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Port 80 (HTTP)

378,390,911 TCP packets (Port 80, DST+SRC)

3,805,706 SYN-ACK packets (Port 80)
7 times TCP establishment and termination packets = 26,639,942
+ 10,861,907 (ACK-RST/+SYN — 72% share)

340,889,061 TCP data transfer packets
89.57 TCP packets (Port 80) per TCP connection

Port 25 (SMTP)

6,787,19 TCP packets (Port 25, DST+SRC)

170,622 SYN-ACK packets (Port 25)
7 times TCP establishment and termination packets = 1,194,354
+ 270,590 (ACK-RST/+SYN — 1.8% share)

5,322,275 TCP data transfer packets
31.19 TCP packets (Port 25) per TCP connection

Note: The other applications are "streaming"” more
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L5 5 if(lS)

5 / H "+ y # internet security.

only —
33 ports

Port 443 / HTTPS

[33) 21 (0%)
[ESEIC
31) 38 (0%)] "/

30) 28 (0%)] '/,

23) 22 (0%) |\
22) 188 (0%) |/
(21160 %))

Port 80/ HTTP
(60 %)

o))
()
—y

Port 53 / DNS (< 1 %)

Port 993 / IMAPS (1 %) e
Port 22/ SSH (L %) (s
2.5531031“'

[51 63502 (1341
4] 74.655 (1%)
3) 580.206 [5%

2) 1.857.432 (28%) |

Port 25 SMTP
(28 %)

[
(&)
% g
|
2L
JQ
Q o
£Q
(@)
@)

W 1) TCP Source Port 80 and SYN/ACK m 2) TCP Source Port 25 and SYN/ACK m 3) TCP Source Port 443 and SYN/ACK m 4) TCP Source Port 22 and SYN/ACK m 5) TCP Source Port 993 and SYN/ACK 7 6) TCP Source Port 53 and SYNJACK

m 7) TCP Source Port 445 and SYN/ACK m 8) TCP Source Port 21 and SYN/ACK m 9) TCP Source Port 995 and SYN/ACK m10) TCP Source Port 82 and SYN/ACK m111) TCP Source Port 143 and SYN/ACK m 12) TCP Source Port 110 and SYN/2
W 13) TCP Source Port 81 and SYN/ACK m 14) TCP Source Port 800 and SYN/ACK m 15) TCP Source Port 84 and SYN/ACK m 16) TCP Source Port 43 and SYN/ACK m 17) TCP Source Port 587 and SYN/ACK

W 18) TCP Source Port 139 and SYN/ACK m 19) TCP Source Port 808 and SYN/ACK m 20) TCP Source Port 135 and SYN/ACK [ 21) TCP Source Port 873 and SYN/ACK m 22) TCP Source Port 465 and SYNJACK

W 23) TCP Source Port 266 and SYN/ACK 17 24) TCP Source Port 1002 and SYN/ACK m 25) TCP Source Port 922 and SYN/ACK [7 26) TCP Source Port 843 and SYN/ACK W 27) TCP Source Port 912 and SYN/ACK

W 28) TCP Source Port 563 and SYN/ACK m 29) TCP Source Port 802 and SYNJACK m 30) TCP Source Port 1001 and SYN/ACK m 31) TCP Source Port 809 and SYN/ACK m 32) TCP Source Port 888 and SYN/ACK

W 33) TCP Source Port 666 and SYN/ACK
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if(IS

internet security.

541,07 Gbyte/day (all IP-Packets, TCP + UDP and rem aining)

320,99 Ghyte/day (Port 80 - TCP)
26,11 Gbyte/day (DST-Port 80)
293,15 Ghyte/day (SRC-Port 80)

10,25 GByte/day (Port 443 - TCP)
2,64 Gbhyte/day (DST-Port 443)
7,61 Ghyte/day (SRC-Port 443)

7,63 Ghyte/day (Port 119 - TCP)
2,09 Gbyte/day (DST-Port 119)
5,55 Ghyte/day (SRC-Port 119)

3,83 Gbyte/day (Port 25 - TCP)
3,468 Gbyte/day (DST-Port 25)
0,365 Gbyte/day (SRC-Port 25)

198,37 Gbyte/day (Rest TCP + UDP and remaining)

=100 %
=59,33 % of total (48% Packets)
DST/SRC = 0,089 (DSL capable )

= 1,89 % of total (2.2% Packets)
DST/SRC =0,347

= 1,41 % of total (1,16% Packets)
DST/SRC = 0,377

= 0,64 % of total (0,86%
DST/SRC =9,5

Packets)

= ca. 36,66 %
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iIf(1S)

internet security.

l

DNS Server Return Codes

= Normal distribution: Everything Ok
= About 10%: Domain name not found

783.332 (1090}

Summenvergleich

rcode 3: domain name does not exist

11.132 (090|

140.015 2% |

rcode O: successfull

MeSse AG

{6.563.980 (87%)'

M 0) DNS (rcode 0) M 1) DNS (rcode 2)

2) DNS (rcode 4) ™ 3) DNS (rcode 1) 4) DNS (rcode 5) M S) DNS (rcode 3)
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O+ < %00
4 | O+ + |

= SMTP Content Type
= 60% “text” Malls
® 33 % “attachments”

if(IS)

internet security.

Summenvergleich
4%: text/html
. [2.050 (490|
26%: text/plain %
(12423 26% | ———— 1721 @R
1.657 3%
8 (0%
14.734 (3090}
30%: multipart/alternative

W 0) SMTP text/rtf) M 1) SMTP (multipart/report) = 2) SMTP (text/calendan ™ 3) SMTP (text/html)
M 5) SMTP (multipart/signed) 6) SMTP imultipart/mixed) ™ 7) SMTP (multipart/alternative) M 8) SMTP itext/plain)

© 4) SMTP (multipart/related)
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0+ < %00

5+, >

4 | "

if(IS)

internet security.

= SMTP Content Type

= Temporarily more e-mails with attachments -> Mail-(Worms/Virus)!

120
115
110
105
100
95
90
85
80
75
70
65
60
55
50
45
40
35
30
25
20
15
10
5

P/ S*Minute

A

e

;\

‘f’g‘f\.

AN

\w'

A

™A A

24.03.20'05, 00:00 24.03.2066, 04:00 24.03.2006, 08:00 24.03.2006, 12: 00 24.03.2006, 16:00

Zeit

24.03.2006, 20:00 25.03.2006, 00:00

W SMTP (multipart/signed) M SMTP (multipart/alternative)
W SMTP @text/rt

SMTP (text/html) ™ SMTP itext/plain)

SMTP (multipart/mixed) M SMTP (text/calendan

SMTP (multipart/related) W SMTP (multipart/report)
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0+ < %00 5+, >

4 "D #

P/ Hour

PDF Spam Wave
Port 25
I
M

| ! Application/PDF

10

| | b

if(IS)

internet security.

26.07.2007, 00:00 04.08.2007, 00:00 ll.UB.ZObT, 00:00 18.08.2007, 00:00
Zeit

Il IAS: SMTP (application/pdf) [ 614720 (8000001) | m IAS: SMTFP (Mail Command) [ 593922 (8000001) ]|
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70 e if(IS}

4 / ".'.# internet securit;.

4

= BKA worm (Sober.2)

= The waves were transmitted in January 2007 concentrated at
3 pm and/or 8 pm.

= . :
1000000 I f ” l s 1
TCP Port 25 (SMTP)
100000
10000 O
Q
2 <
£ S
- . . . [T}
2 il SMTP (multipart/alternative) SMTP (multipart/mixed) %2
& ‘ G E
b1
3 Q
A Qo
100 m £Q
(o]
o
10
1
30.01.2007, 04:00 30.01.2007, 08:00 30.01.2007, 12:00 30.01.2007, 16:00 30.01.2007, 20:00 31.01.2007, 00:00
Zeit .
I- IAS: TCP (Destination port 25) M IAS: SMTP (multipart/mixed) ™ IAS: SMTP (multipart/alternative) 1AS: SMTP (text/html) I
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Summenvergleich

= HTTP Methods | HEAD
= Diurnal rhythm 6%« ' |
= HEAD used by automated processes |

= GET und POST usually used by ol
human users 92

294.450 (92%)

1075

| ™ 0) HTTP (Request Method HEAD) M 1) HTTP (Request Method POST) = 2) HTTP (Request Method GET) |

GET

1074

= HEAD

P/ 2*Hour

1042

S
3
POS S
%
[ S

1041 E
o
o

1040
17.01.2006, 04:00 17.01.2006, 08:00 17.01.2006, 12:00 17.01.2006, 16:00 17.01.20086, 20:00 18.01.2006, 00:00 .
Zeit

[- HTTP (Request Method HEAD) B HTTP (Request Method POST) HTTP (Request Method GET)
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<++ <

4 |+

%0/ D

" 2%

>

= Distribution of browsers (2008)
= Diurnal profile

Mozilla Firefox

= Differences between manual use (68%)
(e.g. Internet Explorer und Firefox)
and automated use (z.B. wget) are detectable.

1.750 4
1.500
1.250 1
1.000 4
750 4
500 4
250
0

23.01.2008, 03:00 23.01.2008, 07:00

23.01.2008, 11:00 23.01.2008, 15:00 23.01.2008, 19:00
Zeit

if(1S)

internet security.

wget (8%)

Internet-
Explorer

(22%)

23.01.2008, 23:00

W |AS: Opera W IAS: WGET
| |1AS: Mozilla Firefox

m |AS: Safari IAS: Webcrawler

IAS: Netscape

1AS: Windows Update Service ™ IAS: Internet-Explorer

’



%0/ D

<++ <

"2-2#

4

Chrome
33%
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Distribution of encrypted HTTP-Session (IXP 10/90)

91 % http

lecture-free time

lecture time

84 % http
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Il 0.1 9%: RSA/Export (40) / SHAL1 and 0.01 %: RSA/ NULL / SHA1 !l

33%: DHE RSA
AES / SHA1

60%o:
RSA/RC4 / MD5
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HTTP

P2P

Distribution of protocols (over the time)
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/ ‘/Linux

/ Windows

Windows

TTL 64 value set by Linux.

TTL 128 value set by Windows.

TTL 255 value set by some Routers.

Finding: a lot more Linux users at the department of computer science
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MS IE 6
MS IE 6

MS IE 7

Firefox

Firefox
MS IE 7

Department of computer science: large portion of Firefox users, even
though windows is used as an operating system in the computer lab.

Brazil: a lot of Internet Explorer, what requires a Microsoft operating
system.
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At the moment we can analyze more than 1.200.000 different parameters

We have collected a lot of data in your knowledge base, which helps us to
define what we consider the normal state.

The statistics help us, to understand the actual traffic

With the help of the reports, we can receive aggregations with the most
important results on a regular basis

Gives a great overview

These are very good information, to understand the normal behavior of an
environment

The communication behavior stays under monitoring
Trends can be recognized at this stage

Abnormal behavior, which were left out of perspective during the manual
analysis, can be detected with the help of these summaries
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Validating of the communication parameters
Which are the once that are really used?
Which once are redundant?

How can we further reduce the amount of the collected data, for instance
by using aggregation?

|dentifying of new communication parameters
Which protocols will gain in importance?
Which data is necessary to give a complete description of the Internet?

Working with / Analyzing of the knowledge base

Use of data mining to find correlations and to better understand what we
are dealing with

Find more partner
Have more sensor running at different places
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current state

In this field an important function is the clear visual representation of the state
of the internet, like traffic jam maps.
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We need designs that help us determine the current state.

Challenge: display enormous amount of data in an in tuitive manner

One example for a visualization tool we use to gain on experience is VisiX.
VisiX: Visual Internet Sensor Information

Pre selected, important Parameters

Continuous updating

Alignment on the basis of fixed
reference values

selectable, colored coding
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Visualization of the data of multiple probes at the same time using multiple

diagrams in one visualization

This allows to detect coherences
between different probes

For example:

sensor X: extremely high level of
http traffic

sensor Y: extremely high as well

external event like a Windows Update
or a possible attack

VisiX allows the user to get to know the
communication behavior of a network

Continuous monitoring in the case of an alert

Helps the user to initiate further measures

Procedure: (i) Alert (i) VisiX  (iii) EagleX, ...
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10
20
30

40

50

’ " _.#
META: total Packets (probe)
IP Counter SRC + SynFlag

Total TCP and UDP Ports

Total Packet /
(TCP Ports + UDP Ports) 7 / {na}

IP Protocols
ALL (without 1, 6, 17)

ICMP Types
ICMP (Type 0 echo reply)
ICMP (Type 3 destination unreachable)
ICMP (Type 4 source quench)
ICMP (Type 5 redirect )
ICMP (Type 6 alternate host address)
ICMP (Type 8 echo request)
ICMP (Type 9 router advertisment)
ICMP (Type 10 router solicitation)
ICMP (Type 11 time exceeded)
ICMP (Type 12 parameter problem)

60

70

80

90

UDP wellknown Ports

UDP SRC Port wellknown
UDP DST Port wellknown

UDP registered Ports

UDP SRC Port registered
UDP DST Port registered

UDP dynamic Ports
UDP SRC Port dynamic
UDP DST Port dynamic

TCP wellknown Ports

TCP SRC Port wellknown
TCP DST Port wellknown

100 TCP registered Ports

TCP SRC Port registered
TCP DST Port registered

110 TCP dynamic Ports

TCP SRC Port dynamic
TCP DST Port dynamic
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120
130
140
150
160
170
180
190
200

: "2-#

TCP Flag S

TCP Flag R

TCP Flag AF

TCP Flag SA

DNS Requests

DNS Responses

DNS Flag RA

DNS Flag RD

HTTP / HTTPS Traffic
TCP (Source port 80)
TCP (Source port 443)

TCP (Destination port 80)
TCP (Destination port 443)

210 HTTP Request method GET
220 HTTP Request method POST

230 HTTP Request method HEAD

240 HTTP Request method OTHER
HTTP (Request Method PUT)
HTTP (Request Method DELETE)
HTTP (Request Method TRACE)
HTTP (Request Method OPTIONS)
HTTP (Request Method CONNECT)

250 HTTP Server response codes
AXX
OXX

260 SMTP / SMTPS Traffic
TCP (Source port 25)
TCP (Source port 465)
TCP (Source port 587)
TCP (Destination port 25)
TCP (Destination port 465) []
TCP (Destination port 587)
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270 SMTP MAIL

280 SMTP E-Mail with attachment
Client header multipart/mixed

290 SMTP E-Mail without attachment
client header text/plain
client header text/html
client header multipart/alternative
client header multipart/report

300 SMTP Server response codes
4XX
OXX

310 POP /POPS/IMAP / IMAPS
TCP (Source port 110)
TCP (Source port 143)
TCP (Source port 993)
TCP (Source port 995)
TCP (Destination port 110)
TCP (Destination port 143)
TCP (Destination port 993)
TCP (Destination port 995)

320 SIP Invite

330 SIP Traffic
TCP (Source port 5060)
TCP (Destination port 5060)
UDP (Source port 5060)
UDP (Destination port 5060)

340 SIP error codes
4XX
Bxx
BXX
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Thank you for your attention!
Questions?

Institute for Internet Security - if(is)
University of Applied Sciences Gelsenkirchen
http://www.internet-sicherheit.de
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